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Thank you very much, Mr. Chairman and members, for inviting me to testify today on the topic, “Moving Beyond the First Five Years: How the Transportation Security Administration will Continue to Enhance Security for all Modes of Transportation.”
Let me start with the positive. I think that Secretary Hawley is to be commended for the more open and collaborative spirit he brings to the job. Under his leadership, TSA has been more willing to listen to, respond to, and benefit from constructive criticism. The new blog, for example, provides an easy way for TSA leaders to communicate with and hear from the public, and it provides a way for travelers to vent their frustrations and to get things off their chest. 

Operationally, I commend the move toward introducing more randomness into the system, so as to keep terrorists off guard as much as possible. 
I think the Behavior Detection Program is, in theory at least, very much to be applauded. It has worked, in fact, in Israel very effectively for many years. And, it led just recently in Orlando to the detection of a passenger carrying bomb parts.  As important as it is to spot guns, knives, bombs, and other potential weapons before they are used to deadly effect (about which more later), it is at least as important, if not more so, to try to identify people whose behavior suggests that they might use such weapons. 
My concern is whether Transportation Security Officers are being trained long enough and comprehensively enough truly to distinguish between people whose movements, mannerisms or demeanor suggest deadly intent and people who merely look different from the norm. What to a Behavior Detection Officer is “behavior detection” may, to a given subject, be racial or ethnic profiling. I hope that the subcommittee will probe into this issue today. 
TSA is to be commended also for the initiative to redesign the checkpoint to make it more aesthetically and psychologically appealing through the use of music, lighting, and such. It is easy to make fun of such moves, but anything that makes the traveling experience more pleasant without sacrificing security is a very good thing, indeed. Likewise, the effort to create separate lines for experienced business travelers and harried parents struggling with children, luggage, and toys (and other travelers who, for one reason or another, need more time to navigate the checkpoint) is commendable. I travel in both incarnations – sometimes alone, as a business traveler, and other times with my wife and two year old – and I would very much appreciate being in a separate line with like travelers under each circumstance.

But, I remain troubled by several things. First, government and media investigations continue to the present day to show what they have shown since 9/11 – screeners far too often fail to spot concealed guns, knives, and bombs. This was the case in 2001, in the immediate aftermath of 9/11, when the Department of Transportation’s Inspector General was responsible for conducting such tests. It was the case in 2003-2004 during my time as the Department of Homeland Inspector General.  It was the case in a follow-up DHS IG report in 2005 after I left. In the spring of 2006, GAO reported that they were able to sneak potential bomb components through checkpoints at 21 different airports undetected. In October 2006, it was reported that screeners at Newark International Airport, not incidentally one of the airports transited by 9/11 hijackers, failed 20 out of 22 undercover tests. USA Today reported a year later, last October, that screeners failed TSA’s own undercover tests 75% of the time at LAX, and 60% of the time at Chicago O’Hare. And, just a couple of months ago, the DHS Inspector General released its latest report on covert testing of screeners.  Only an unclassified summary was released, and it is impossible to tell what the results were. But, I note that the IG made six recommendations. It is certainly possible that the results showed dramatic improvement in screener performance and the IG still found it necessary to make six recommendations. Given the foregoing background, I think it more likely that six recommendations were made because there is still considerable room for improvement. In any event, I hope the subcommittee has or promptly will obtain the classified version of the report and learn for yourselves what the results are and how they stack up against the foregoing ones. 
TSA’s response to such results is always the same. Screener performance is only one of 19 security layers at airports. A concentrated effort to defeat any one layer can succeed, certainly, but, each layer is linked such that the whole is greater than the sum of the parts. 

And, of course, screeners fail tests nowadays. They are much harder than they used to be, and they get harder all the time. 

But, to take these arguments in turn, the whole chain is only as strong as its weakest link. And, as links go, the checkpoint is the most important, in terms of keeping weapons off airplanes. As a general rule, the one and only time that passengers and their carry-on luggage are checked for guns, knives, and bombs is at the checkpoint. At the boarding gate, an agent or flight attendant merely checks whether each passenger has a boarding pass that appears to be in order. So, if weapons are missed at the checkpoint, chances are that they will make it onto airplanes. 
And, of course, we want the tests to be as hard as possible. It is not as if terrorists will make it easy to spot their concealed weapons. TSA seems to be saying, implicitly and illogically, the worse we do on these tests the better. 
The good news is that TSA grasps that, in addition to more and better training, and consequences for screeners who consistently fail such tests, the key to better screener performance are technologies like backscatter and multi-view x-ray machines. The problem is that, almost seven years after 9/11, and five years after my office recommended such technologies, they are still only in the pilot or testing phase. These technologies, and others like them, should have been tested and piloted long ago. By now, they should be widely deployed throughout the country, ideally at every airport and checkpoint, and certainly at every checkpoint at the highest risk airports in the country. That takes money, of course, and that is something that DHS/TSA has been short of since its inception, and, all too often, the dollars it has been given have been poorly managed. 

I hope that the next Administration, Republican or Democrat, will make it a priority to get TSA the resources it needs to move beyond the drawing board to the field with these technologies that can make the difference between terrorists’ or DHS’ winning the next time aviation is targeted for attack.
Another problem is that, on occasion, covert tests have been compromised by tipoffs to screeners that they are being tested. It is unclear how widespread this is, but one time is one time too many. And, of course, TSA management itself should never be involved in tipping off screeners, as was suggested by the now infamous April 2006 email that was the subject of a full committee hearing last November. I hope that the Inspector General is investigating this matter and, if so, the investigation concludes soon.

My second concern relates to air cargo. It is good news that TSA is now required by law to screen 100% of cargo on passenger planes for explosives by 2010.  I was initially heartened to read last week’s USA Today story that TSA was launching the effort this summer in major cities, suggesting that the deadline would be met sooner rather than later. As I read further, I grew disheartened as I learned that, much like Customs and Border Protection relies on shippers of oceangoing freight to police themselves through the Customs Trade Partnership Against Terrorism Program (C-TPAT), TSA will allow shippers of air cargo to volunteer to screen their own cargo.  There is no reason to believe that shippers in any great numbers will be willing to pay for the necessary personnel and equipment. Further, as to any shipper that would be willing to pay for the necessary personnel and equipment and conduct its own self screenings, we simply cannot afford to outsource a critical security function like this in the post-9/11 world. Businesses are concerned about security, certainly. But, understandably, their first concern is their bottom line. When the two conflict, security loses out. We should have learned the lesson the hard way on 9/11, since airlines were in charge of screening passengers and baggage at that time. The whole point of creating TSA was the recognition that, left to its own devices, the private sector will put profit ahead of security when the two conflict every time. One hundred percent of the screening should be done by TSA personnel. And, if, TSA needs more resources to accomplish this, TSA should forthwith be given those additional resources.
My third concern relates to air marshals. I had been under the impression that our problems with air marshals (the number of them, their anonymity, etc.) were behind us. So, I was aghast to see the recent CNN story to the effect that less than 1% of the 28,000 commercial flights flown on an average day are covered by air marshals, according to more than a dozen air marshals and pilots interviewed by the network. Of course, if true, this is even more troubling against the backdrop of continued poor results on undercover tests of screeners’ ability to spot concealed weapons. If terrorists can smuggle weapons on board aircraft, and there is no air marshal to defend the plane and its passengers against attack, a given plane can be an open target. We need to increase the budget for this vital program sufficiently to enable TSA to cover 100% of at least the highest risk flights, namely those into and out of the nation’s largest cities and busiest airports, and as high a percentage of all other flights as practicable. The air marshal force should be supplemented by trained and deputized current and former law enforcement personnel from other federal, state, and local agencies, military personnel, and perhaps, even, veterans. And, the Federal Flight Deck Officers Program, whereby pilots are trained and authorized to carry a gun to protect the cockpit should be expanded. At present, my understanding is that there’s still only one training facility, in a remote town in a remote state. And, according to this just mentioned CNN report, pilots have to pay as much as $3,000 of their own money for lodging and meals when they take the course. And, Federal Flight Deck Officers do not get additional pay for being willing to perform this additional, vital service. They should, as a further incentive to encourage still more pilots (and other authorized flight crew personnel) to sign up.
My fourth concern is that, while pilots and flight attendants are screened, like passengers, every time they go through checkpoints, other airport workers, some 900,000 of them nationwide, are not.  There have been numerous instances during recent years of airport personnel being involved in thefts, drug smuggling, and other crimes. So, if background checks are no panacea against the threat of crime, they are likewise no panacea against the threat of terrorism.  I hopeful that the bill that Ms. Lowey of New York has introduced on this issue will ultimately, and sooner rather than later, become law.
Finally, the title of this hearing refers to “all modes of transportation.”  TSA has devoted its resources, personnel, and attention almost entirely to aviation related matters since its creation in 2001.  Now is past time for TSA to devote considerably more resources, personnel, and attention to securing other modes of travel, especially mass transit. Given that terrorists aim to maximize the number of people killed and injured and damage to the U.S economy, it is curious that we have yet to see an attack on mass transit here in the United States, especially since such attacks have happened since 9/11 elsewhere in the world. Major cities like New York are taking appropriate steps like increased armed police presence; a greater use of bomb sniffing dogs and bomb detection technology; the wide deployment of surveillance cameras; random bag searches, and public awareness “see something/say something” campaigns. But, all these measures are extraordinarily costly, and, given the deteriorating economy, cities are increasingly strapped for funds. The federal government has an obligation to help at least the highest risk cities shoulder the burden of these costs, because these are the cities that are likeliest to be targeted by terrorists and an attack on any one of them would be an attack on the nation as a whole. 

Thank you very much, again, for the invitation to testify today, and I look forward to your questions.
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